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1. Introduction

As a fundamental principle, PTIUK should offer a confidential service to young people with information only being disclosed with the young person’s (clients) full and clear consent or where there are legal requirements to do so. This is what young people have said they want from our service and this should be a core element of our practice.
The boundary of confidentiality for each worker is that information is only passed to somebody who is authorised to receive it from someone who is authorised to disclose it. The main principle to be observed is that any disclosure should be kept to a minimum and on a need-to-know basis.

2. Scope

This policy is for all staff, especially key workers and any staff who will be recording, holding or process data about the young people we work with.
3. Legal requirements

Young people, including those under 16, generally have the same right of confidentiality as do adults. However, PTIUK cannot offer or guarantee absolute confidentiality in the following circumstances:

· where child protection issues are involved;

· where there is a significant threat to life;

· where the client needs urgent medical treatment; and/or

· where potential or actual serious criminal offences are involved.

Limits to confidentiality should be made clear to young people at the earliest opportunity and where confidentiality has to be broken, the Keyworker should seek to ensure that the client is informed first or as soon as possible afterwards. Any breaking of confidentiality must be agreed by the Designated Safeguarding Lead and should be reviewed by the Data Protection Officer.
Governing Legislation 
· Data Protection Act, 1998, 2018
· General Data Protection Regulation, 2018

· The Privacy and Electronic Communications Regulations 2003, 2018
Registration 

PTIUK is required to be registered with the Information Commissioners Office (ICO). It is updated annually. ICO is our point of contact for any data concerns or issues. It is also the point of contact for data breaches or data handling concerns. If a staff member has any concerns relating to data breaches or handling, they should contact the Data Protection Officer for PTIUK. If a young person has any concerns or issues relating to data that has not been suitably addressed by PTIUK they should be sign-posted to the ICO and supported where required.
Information Commissioners Office Registration: ZA317915 / Tier 1.
ICO Contact: https://ico.org.uk/ / 0303 123 1113 / icocasework@ico.org.uk 

4. Definitions

Data Subject 

Means an individual who is the subject of personal data or special category data. This includes an employee, client or other identifiable individual.

Data Controller

Means a person or company who (either alone or jointly or in common with other persons) determines the purposes for which, and the manner in which, any personal data and special category data are to be processed. 

Data Processor 

Means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller. The Company is a data processor in respect of client data that it receives from other 3rd parties such as Social Services.
Third Party

In relation to personal data or special category data, ‘third party’ means a natural or legal person, public authority, agency or body other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorized to process personal data.

Processing 

Means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. Essentially if you have it, you are processing it.

Data Breach

Means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed;

Subject Access Request (SAR)
This is a request from an individual to see any and all data held about them. More information on SARs below.
Information Commissioners Office (ICO)

The governmental body responsible for holding organisations, companies and individuals to account for Data Protection within the UK.
Definitions of Personal Data, Special Category Data and Records
Personal data is any information from which you may be able to identify a person. It can be in any form, including digital, electronic or on paper. Examples of personal identifiable data PTIUK processes include:

· Names, addresses, emails, phone numbers and other contact information;

· date of birth

· Financial information

· National insurance number and other Government provided references
· Client data

· Photographs, video and audio recordings (rare occurrence)

· website cookies

· letters and documents relating to a person

Certain types of data are regarded as sensitive and attracts additional protection and safeguards. This is referred to as ‘special category data’. Special category data is any data that could identify a person’s: 

· Racial or ethnic origin; 

· Political opinions; 

· Religious beliefs or philosophical beliefs; 

· Membership of a trade union; 

· Genetic data;

· Biometric data for the purposes of unique identification;

· Physical or mental health data; 

· Sex life or sexual orientation; 

· Criminal conviction(s) and offence(s)

Whilst PTIUK does not keep any data on most of the above. We do keep data on some of the above as apart of routine support planning, safeguarding and placement support. Hearsay data, unconfirmed reporting or non-verified statements that are logged as part of Case Notes, Incidents Reports or Records of Concern (such as a young person disclosers) still constitute Special Category Data even if they have not been verified. False data that is being retained for whatever reason such as an incorrectly completed referral form still constitutes Special Category Data and should be handled as such.
A record of data can be in computerised and/or in manual form. Personal data and/or special category data may be included in such documentation as: 

· our rota and log-in systems including any timesheets

· our financial systems (employee and payroll files and systems)
· your emails, phone contacts and other databases, spreadsheets and systems

· Manually stored paper documents such as young person files
· Hand written notes, printouts and letters to and from the company

· Records, on a phone, tablet or computer

· Photographs, video and audio recordings (such as telephone recordings)

· Service orders

· Any other records, whether digital or otherwise, which PTIUK uses to process personal data

· Backup data such as archived data.
5. Organisational responsibilities

Alice Conroy – Director – Ultimate Responsibility in regard to Data Protection and Confidentiality
Jay Horsman – Business Support Manager – Designated Data Protection Office (DPO)

6. Procedure
6.1,1 Guiding Principals
PTIUK policy, forms, documents for Data Protection Provisions
· Confidentiality & Data Protection Policy

· Access Policy (separate)
· Safeguarding Policy (separate)
· Assets Register

· Access Register

· Keeping and Sharing Information Form (Privacy Notice for young people)
· Privacy Notice for staff, volunteer and contractors
· Subject Access Request Log
· Data Breach Log
· Impact Assessment
Data collection, storage, usage, processing, sharing and destruction will be managed under the guiding principals as set by Article. 5, GDPR, 2018 and later incorporated into UK law in the DPA, 2018.
a) Lawful, Fair and Transparent

PTIUK seeks to only hold and process data in a lawful, fair and transparent manner. 

b) Compatible, Specific, Limited
PTIUK seeks to collect only data that is compatible with the service needs, specific to our young people’s and staff’s needs and limited to only what is required to properly accommodate, support and safeguard young people and staff.
c) Relevant and Limited

PTIUK seeks to collect only data that is relevant to the accommodation and support of young people and staff
d) Accurate, Recent and Rectifiable

PTIUK seeks to ensure that data is recorded and stored accurately. Where errors are found; that they are corrected either by complete revision or attached note referencing any accuracy concerns. Data should be updated and checked for issue routinely. Sometimes data that is contradictory will need to be held. For example, a young person’s legally recognised name and their stated actual name.
e) Justifiable and Time-Limited Retention 

PTIUK seeks to ensure that data is collected and stored for as long as is required to deliver services to young people and is suitably disposed of following an agreed period. This period should be only for as long is necessary to deliver a service to young people and meet any contractual or legal obligations around record keeping.
f) Integrity, Security and Confidential

PTIUK seeks to ensure that data is held in securely with suitable physical and digital barriers in place and monitored to ensure data is safe, secure, confidential and protected. PTIUK takes data breaches very seriously and any suspected or discovered breaches should be acted upon with client and staff safety being paramount.
In order to remain compliant with the GDPR those handling data on behalf of PTIUK are expected to:  

· Stop and consider whether they should be accessing or disclosing personal data before they do so.

· Be aware that according to the GDPR/DPA, they may be personally liable for any data disclosure. 

· Individuals handling any data must make sure that they have appropriately verified that the person they are passing data on to, is who they say they are and are authorised to receive it. To do this, identity verification should be undertaken. However, individuals should be aware that by doing so, they are taking personal responsibility for this and may be required to justify their action in the event of a complaint or breach.

· Not discuss information about colleagues, clients and other stakeholders with unauthorized colleagues, family or friends or associates. In addition all data sharing within the organisation should required for meaningful placement support or safeguarding.
· Ad hoc informal disclosure with no merit to works delivered such as “gossiping” about young people, staff or any partners is expressly discouraged and may constitute a data protection breach.

· Not access the Company records containing personal data other than for a specific business purpose. This may also be an offence under the GDPR/DPA and they may be prosecuted by the Information Commissioner’s Office or data subject. This may also result in disciplinary action.

· To not access or attempt to access data unless authorised by line manager or the Data Protection Officer.

· Staff have a duty to always act defensively around data sharing and transmission. Every instance of data sharing should be reviewed for the following:

· Does this need to be shared

· Have I shared only core information that is functionally required

· Is there any bias or information being shared that is not verified

· Have I applied any personal judgements or statements to this information

· Have I anonymised the data as best as possible to minimise risk

· Avoid providing any specific detail about individuals that might lead to their identification when using information for monitoring purposes or reports (except where required under law or lawfully via contractual obligations).

· Not express unsubstantiated personal opinions in file notes or e-mails. Individuals may have a right to see the information and may exercise that right. 

· Use the blind carbon copy (BCC) option when sending out the same e-mails to others unless recipients have agreed to share their personal email addresses with others on the list.

· Consult your line manager and if necessary the Data Protection Officer before starting any projects involving the processing of personal data and consider whether you need to undertake a data protection impact assessment (DPIA).
· Always consider data security and the risks associated with losing personal data, before downloading/printing any personal data.

· Never share a computer / personalised password or write it down. Doing so could result in unauthorized access of personal data and, therefore, could constitute a serious security breach. 

· Always secure devices when leaving unattended – even if it’s only for a few minutes. Always remember to log off devices or services at the end of the day or when no longer required. 
· Not to change any company provided passwords or PINs unless expressly authorised by the Data Protection Office. If you suspect that the password has been compromised, to contact the Data Protection Officer immediately and not leave the device unattended until secure again.

· Take adequate precautions to protect the Company data in a public place; this includes use of mobile phones, laptops etc.
· Be aware that if adequate precautions are not taken by individuals, they are personally accepting the risk of working in this way and the consequences if personal data is left insecure, lost or if there is a complaint. 

· Do not to leave documents containing personal data on a printer, photocopier or scanner. Also to ensure there are no unwanted queued printing jobs which may activate at a later time.
· Make sure that personal data cannot be seen or accessed by unauthorized individuals; for example, paper based documents should be stored securely in a lockable cabinet when no longer required.
· If sensitive data is taken out of the office, it needs to be stored safely, securely and constantly monitored.

· When travelling by car, papers must always be transported in a secure part of the car out of sight i.e. in the boot of the car. Papers must not be left in the car overnight or unprotected for a long period of time.
· Company documents should not be taken home under any circumstances. Company equipment that is taken home should be suitably protected with all relevant safeguards in place.
· Dispose of confidential waste and paper copies containing personal data in confidential waste bins or by shredding (using a cross-cut shredder in all cases).

· Encrypt special category data when sending it by email.
· Data must only be extracted from the database with prior approval of the line manager and the control of the data whilst extracted is the joint responsibility of the “data extractor” and their manager.

· Those needing to extract more than 50 personal data records for the Company processing must seek the written approval of the Data Protection Officer before proceeding. 

· Take immediate action in the event of a Data Breach to prevent any further breaches and report any breach to the Data Protection Officer in the first instance.
· If you feel an individual outside the organisation has committed a data protection breach please inform the Data Protection Officer immediately for assessment and response.

6.2 Data Collection

Employees and contractors upon starting with Pathways will be asked to sign the Employee Data Privacy Notice which will informed them of their data rights and obligations in addition to this policy.

The young person (client) upon entry to service will be required to agree that Pathway to Independence staff can collect, hold and process their data in line with standard support and operational needs. This will be completed by signing the appropriate privacy notice form (Keeping and Sharing Information Form). A client can refuse to sign this form, or at any time thereafter withdraw their agreement. However, this may significantly harm PTIUK’s ability to a) support the young person in placement and b) safeguard young people within our service. If a young person chooses to partly or wholly ask for their data removal from service then the Service Manager should determine the capacity for PTIUK to successfully render services to the placement. This may result in closer of placement.
The client needs to agree with the Project Worker that other agencies can be contacted and to sign on the appropriate privacy notice form stating this (Keeping and Sharing Information Form). This part can be sent to agencies concerned if they are in doubt as to the client's approval. The client is free to identify organisations that they wish PTIUK to never engage with on their behalf and this must be respected unless we are legally obligated to engage or there are significant safeguarding concerns.
Where possible data collection and entry should relate to only one individual. However, as our clients live together and have intersecting lives this might not be possible. In these instances data on another subject should be initialised or anonymous. For example, instead of “Kareem Asfi called up about his housemate Marlu Robli making lots of noise at their Placement House of 44 Elder Hill” this should be “KA called up about his housemate MR making lots of noise at their EH Placement House”.
The client should understand why we are contacting other professionals and be informed as to the sort of questions we will be asking, why there is a need for contact and their sustained right to refuse contact unless otherwise needed for safeguarding requirements. 

We will agree with the agencies we contact how the information we receive from them will be shared with the client.
We cannot pass on, or use in our assessments, any information or assessments by other professionals that has not been already discussed with the client by that professional unless there is a safeguarding basis for private incorporation. 
We will share the information with the client, stating where we received it from and discuss its implications. 

The information will be kept confidential to the Key Worker, the client and the other professional involved unless the client agrees to its wider disclosure. 

The client should understand that if we discover information that shows there is a risk to others or themselves if they are put in particular situations, then we must disclose this information to the appropriate person if they are determined to be placed in these situations and the Service Manager (or Safeguarding Lead) determines it is suitable to do so.
If a client refuses to allow confidential information to be passed on, their wishes should be respected with the following exceptions: 

· where there is a threat to life 

· where physical, sexual or emotional abuse, or neglect of children or vulnerable young people has come to light and there is a chance for continued risk to self or others.
· where a serious crime is about to be or has been committed (e.g. drug trafficking). 
Before collecting any data we must ensure that our collection is lawful and justifiable to the data subject.
6.3 Data Storage / Processing
Data that has been collected from young people will need to be stored securely. 

Physically written - PTIUK strongly discourages the storage of data on written mediums. This includes but is not limited to, paper diaries, notebooks, flipchart paper, notice boards, fire aid book logs, white boards or signage. In instances were paper, or similar, is used to record data the following should be adhered too:

a. Secure – data is held securely behind a physical barrier only accessible by authorised persons.

b. Time Limited - data is held in this medium for only as long is as needed before it is incorporated into an electronic system

c. Anonymised – data is anonymised at point of creation to suitably safeguard and protect young people

d. Disposal – data is suitably disposed of inline with data disposal standards.
The only exception to this is in situations with a clear and present need in the interest of safeguarding or health and safety such as a log of current residents on property internal notice boards required for fire evacuation events.

Electronic – Pathway’s preferred medium for holding data is electronic. A register of all electronic devices is kept in the Assets Register. The Assets Registers lists what the item is, what data it can access / process, who it is assigned to and any access barriers present. Access to electronic data storage points must have an electronic barrier against inappropriate access such as PIN or password – this is created and provided by the Data Protection Officer. A log of all passwords and PINs provided to staff is kept on the secure Access Register. This is only accessible by the Data Protection Officer and Directors. Provided passwords and PINs are never to be changed without express authorization from the Data Protection Officer.

PTIUK provides all workers with a desktop computer, laptop and phone as standard. These items are all recorded on the Asset Register and have a strong, individualised password for designated access by specific workers unless formally determined to be a pool device for shared usage. Electronic devices such as personal phones or laptops that have not been provided by PTIUK are strictly never to be used for any PTIUK business or data collection, retention or processing. 
The only exception to this is when an item has been requested to have “Bring your Own Device” Status granted. In this instance a staff member may nominate a personal device to be used for PTIUK business that was originally personally held. This can only apply to laptops or PCs and is not applicable to tablets or phones. This has to be authorised by the Data Protection Officers. This is a permanent event and the device cannot be returned to personal use - ever. In doing so PTIUK will purchase the item at fair market rate. In this instance the device will be thoroughly checked by the Data Protection Officer for concerns (malware, viruses, weaknesses) and provided with standard equipment protections such as passwords, software and protective cases. In this instance the device becomes an extension of PTIUK equipment and can be used for PTIUK business. 
As with any PTIUK device the unit must be surrendered to a Line Manager or Data Protection Officer upon request. The device is not to be utilised for any non-PTIUK activities at any time whilst it has BYOD status. The process to decommission the device from BYOD is extensive and the device must be surrendered to PTIUK for decommissioning. In all instances PTIUK will purchase the item at a fair market rate to ensure it is properly decommissioned inline with PTIUK Equipment Disposal Procedure. BYOD status is strongly discouraged and currently not actioned in any way within the organisation; however, the policy is established for potential future use. Any equipment gaps or needs should be explored with your line manager first and foremost.
Electronic devices / access points can be in the following formats. All devices should be “clean” that is to say all data should be stored on the main database system and no data should be retained locally on the device unless being actively processed.
· Mobile Phones – information stored here should be retained only for as long as service delivery is required – for example, a client’s mobile number for calling. Any data collected via text should be stored within a main database system as soon as possible. Mobile phone data will be stored, retained and disposed of in line with general retention policy. In line with our access policy mobile phone access is assigned to an individual staff member. An electronic barrier – PIN code is assigned to protect data.

· Laptops / Tablet – information stored here should be retained only for as long as service delivery is required – for example, report writing. Any data collected or initially stored here (e.g. note taking) should be uploaded to a main database system as soon as possible. In line with our access policy laptop access is assigned to an individual staff member. An electronic barrier – password is assigned to protect data.

· Desktop – information stored here should be retained only for as long as service delivery is required – for example, report writing. Any data collected or initially stored here (e.g. note taking) should be uploaded to a main database system as soon as possible. In line with our access policy desktop access is assigned to all project staff members. An electronic barrier – password is assigned to protect data.

· Cloud based Servers – Pathway uses cloud-based servers to store data for the entirety of our organisation – main database systems. This includes client information, property information, finance information, Human Resources Information. Named Data Controllers are responsible for administration and access of data. Data access is limited on a need to know basis and need to function basis with a register of access maintained. Removal of access based on staff account and device is managed by the Data Controllers. Office and remote access is only possible once a) access has been granted and b) a password has been provided. 
The Password standard for remote access systems needs to be robust and should comply with this guideline: four unrelated random words plus two numbers, in addition to at least one instance of capitalisation and punctuation for example “Furwireclarifytread83!” or “Volumepieversionjoy*12”. Minimum password length of 16 characters and, for clarity, not to be used more than once or across multiple platforms. As per Access Policy, passwords should not be written down in any format without a form of barrier protection.
· USB memory drives – The use of USB drives is strongly discouraged. Any usage must be with a PTIUK approved unit with encryption and password software built in to protect data. Usage should be limited to exceptional circumstances where data transfer using this method is the only viable option. Data should be removed and stored in a main database system as soon as possible. USB memory drives when not in use are locked away in appropriate office lockboxes. Staff found to be using personal memory drives with (or without) protection will face an investigation and potential disciplinary action due to the extreme risk this poses to data security. 
All data, when not being directly processed should be uploaded to our main database held on Cloud based Servers. Any residual “local copies” of data should be deleted to maintain data integrity. The Data Protection Officer will complete routine sweeps and spot-checks to ensure data is not being held in unsuitable locations on electronic devices.

Email accounts are to be periodically screened for data and saved down to database systems to ensure good data management and accountability. Email accounts should be routinely purged to ensure trace data is not improperly retained. The suggested window for this is one year. Email accounts of exiting staff will be retained for six months and then deleted.
Loss of any device that has, or has been known to have had, data stored on it should be immediately reported to the Data Protection Officer upon discovery. They will then assess the degree of data breach risk and this may result in contact with the ICO. In addition to incident reports and potential police reports.
Processing – any activity completed against data, even as minor as checking or sorting constitutes data processing. Any processing must be justified before it can be completed. Due to this certain data is limited to certain professional groups within PTIUK. This is to a) justify access, b) justify any processing, c) protect the data subject, d) ensure that there is accountability in access. A register of who has access to what data is maintained by the Data Protection Officer (Access Register). Limitations on access are applied to uphold the integrity of the system.
Before accessing any data that you have been authorised to do so please check the following:

· Are you accessing this for a legal purpose?

· Can works be carried out without the need to access this data?

· Am I accessing the data from a safe place where it is fully protected and away from unauthorised persons

· How do I intend to use this data from point of access (view, transfer, printing, amend, delete etc). Is this lawful and appropriate?
· Am I going to manipulate or change the data in anyway that is not lawful?
· Have I, to the best of my ability, made sure the data is accurate and reported any inaccuracy to the DPO.

· I am aware of how to discontinue use of the data access and steps to ensure it is protected.
Organisational Structure of Information Access and Processing
	Data Item
	Who has Access
	Rationale

	Client files

· Personal Identity Information

· Legal Information

· Health Information

· EET Information

· Financial Information
· Special Category Data
	All Project Workers

All Team Leaders

Administrator

BM/SM

Director Team
	Information required to be accessed to suitably safeguard and deliver service to young people. Information required to support duty system by all staff

	Property Information

· Landlords Details (addresses, financial etc)
	Administrator

BM/SM

Director Team
	Information required to be accessed to suitably safeguard and deliver operational service to young people. 

	Staff Information

· Personal Identity Information

· Application Forms and Interviews
· Notes, warnings, disciplinary

· General conduct, sickness and leave
	Administrator

BM/SM

Director Team
	Information access required for suitable staff recruitment, training, CPD, supervision and retention

	Staff Supervision 


	Worker in Question

Direct Line Manager of stated worker
	Only accessible by the supervisor and the supervisee.

Limited Access possible by Director Team in the case of serious safeguarding incident


6.4 Data Retention and Destruction
PTIUK holds data on our clients to:

· Support their placements with us to enable them to suitably develop, learn
· Safeguard their wellbeing and protect their welfare
· Enable us to evidence to the placing Local Authority that PTIUK is meeting any and all contractual and safeguarding obligations. 
All data archived is electronically and in a separate part of our online database system. Access is limited to the Data Protection Officer and all access requests, including Subject Access Requests must come via the DPO. As PTIUK is a small organisation data is archived alphabetically by client name.
PTIUK understands that when a client leaves us that their data should go with them as to enable them to have a clear record of their time with us and possess useful information for continued independence. As such clients are to be provided with a copy of all their data upon exit from service. Clients can refuse this but the option must be presented and supported. The data can be provided electronically, via secure USB or via paper at cost to PTIUK. The client must sign for their data and a log of sharing needs to be retained. Please see the procedure around this form of data sharing entitled: “1a. End of Service Young Person File Sharing Procedure”. 
PTIUK understands that clients may lose their data or otherwise be unable to access it, or want copies in the future. This can occur years after leaving PTIUK. As such, and as a protective mechanism for our ex-clients and for our standards around safeguarding, PTIUK will retain all data for a period of twelve years following service exit.
The only exception to this is where PTIUK is contractually obligated to retain data for longer periods of time by either a governing or regulatory body. In this instance a log will kept of contractual exceptions to this rule and a variation of the privacy notice will be given to young people. The duration that PTIUK retained data used to be ten years up until 30.06.23. This was changed to bring it inline with our lowest contractual partner.
Log of Contractual Exceptions

	Partner
	Commencement Date
	Retention Period

	Commissioning Alliance
	01/09/2020
	12 Years

	OFSTED Regulated Placements
	01/09/2023
	75 Years

	Pathways to Independence
	Before 01/07/2023
	10 Years


Following this twelve-year (or contractually obligated) period PTIUK will destroy all data held on a client in a safe a secure manner. PTIUK will only retain the following information:
· Client Name

· Client Date of Birth

· Date of Data Destruction (and if relevant, method)

PTIUK maintains this information so that we can effectively evidence our data retention and destruction processes. For this reason it is strongly advised that originals of documents are retained by clients at all times and PTIUK only retains a copy. PTIUK will retain data for longer than twelve years only when contractually asked to do so by a placing Local Authority. In this instance clients will be informed prior to starting service that this will occur and will complete an amended Keeping and Sharing Information Form reflecting this increase. PTIUK will not accept “indefinite” storage under any circumstances as this is both unsafe and unnecessary.
Data should be suitably held and suitably destroyed. For paper data PTIUK operates by a GDPR / DPA compliant shredding system and confidential waste removal service. At no point should data be disposed of via any other means. If in doubt, contact the Data Protection Officer. For electronic data. PTIUK operates several database and computer systems with overwriting deletion features. As such permanent deletion of any data is achievable. Disposal of electronic equipment that has previously held data is completed at the decommissioning phase by the Data Protection Officer. Equipment, and by extension data is permanent destroyed at this point. A log of the data destroyed will be kept that lists the bare minimum of information to identify that the data was properly stored and subsequently destroyed inline with this policy.
Data Deletion - Clients / young people are well within their right to ask us to prematurely destroy their data both fully, and partially, under the right to be forgotten. One such example we may encounter is a young person asking us to delete their phone number. This can occur at any time.
However, PTIUK reserves the right, that if any data destruction would induce an unsafe space or safeguarding concern to such a degree as to pose a risk to themselves, others or service integrity, that we must discontinue our service offering. Clients will be warned of this risk factor, but only as a matter of stark reality of proper safeguarding as opposed to data coercion. 

In instances where we are contractually obligated to retain data by a Local Authority or Regulatory Body (such as OFTED) and a client would like their data destroyed then PTIUK will consult the overseeing body as to the feasibility of this. However, as in this instance PTIUK is often acting as only a Data Processor we might not be able to comply with the deletion request if not supported by the Data Controller.

Data Amending - Clients have the right to ask us to review and amend any record kept of their data and we have an obligation to ensure we are only holding true and accurate information. Data that PTIUK holds that a young person disputes the accuracy but that a staff member holds to be true – such as perspectives on a incident that is recorded in an incident report, should be brought to the attention of the Data Protection Officer for determination of steps to take. Usually we will maintain the Original Record but provide a record of its dispute and the clients perspective.
6.5 Data Transfers and Sharing
One of the key functions of the Keyworker role is to identify young people’s barriers to independence, integration and learning and to provide or facilitate a service which addresses these needs in a coherent way.

In order to do this it may be necessary to seek detailed information from the client and securely keep a record of this information.
It may also be necessary to share this information with other agencies that are working with PTIUK and/or the client. Keyworkers must ensure that they adhere to PTIUK’ information sharing protocols in this case. These protocols will cover both the recording and sharing of information within PTIUK and with other agencies or organisations.

Under the GDPR, information can be shared with others as long as the client has given their informed consent or there are legal requirements to do so. When sharing information staff should, as best as possible, ensure that the organisation has the appropriate policy to protect client’s data.
Group data that is shared anonymously as part of marketing or Local Authority reporting should be complete in such a way as to make the data unlinkable to clients or staff.

If any data is linkable, for example, DBS certificate numbers being required as part of contractual obligations around providing placements then PTIUK should ensure that a) consent is provided from the data holder, b) that it is warranted under contract and c) that the data will be held in accordance obligations around Data Protection.

Except in the case of a serious and significant safeguarding concern, as determined by the Safeguarding Lead, no data should ever be given to third party person(s) or organisations unless with the express and clear authorisation of the data subject (young person / client). If in doubt staff are to consult the Data Protection Officer and are expected to not share any data until otherwise clear. If a staff member encounters a person(s) or organisation trying to access data where there is no clear authorisation, they are expected to hold the line of confidentiality robustly and seek Line Manager support. Any breaches or perceived breaches should be reported immediately to the Data Protection Officer.
Before personal data is transferred to a third party data processor, a formal written Data Processing/Data Sharing Agreement should be in place between the Company and the data processor. This agreement should clearly state the data processors obligation to treat the data in accordance with the provisions of the GDPR, the reasons for the transfer, the time period, what it is required for, how it will be processed and what actions will be taken to delete data when no longer needed. All such arrangements will be managed by the Data Protection Officer
In instances where a client has given authorisation to transfer data to a third party either by the Keeping and Sharing Information Form or direct request you should make every effort to ensure that the receiver has policy and processes in place to suitably manage the data. However, this should not unduly impact data transfer if it is the clients wishes. Staff should support young people to make sensible and safe data choices and if we are asked to share information that we suitably know the boundaries of this sharing.
Once agreed that data will be transferred, it should be done so securely. Reasonable precautions should be taken to protect data during the transfer i.e. encryption. 
Post – No electronic or hard copy data files such as case files should be sent through the open post – a secure courier service or special delivery service (includes end to end tracking and signature on delivery) must always be used. The recipient should be clearly stated. 

Face to Face – Personal information should not be shared in front of others. Employees should ensure that they are not disclosing or requesting the disclosure of sensitive information about themselves or others in front of others, e.g. in reception areas or in a format, that could be viewed by others. 

Telephone – Personal information should only be disclosed over the telephone to a third-party where the following procedure has been adhered to: 

The identity of the other party has been confirmed by verification. The type of verification will differ by service and the sensitivity of the information being disclosed but a sample script is provided below. You or a service user might prefer to issue a unique password to specific authorised persons to assist you in fast-tracking the verification process and so that you do not in the process encourage the disclosure of personal data.

The reason for requesting the information has been established and is appropriate. Where appropriate, contact details have been requested and their identity checked, e.g. by calling the person back via the main switchboard of the organisation that they represent and asking for the person by name.

Provide personal information only to the person who requested it. Do not leave any confidential information on voicemail or answering machines as it may be accessible by others. 

When in conversation take precautions to ensure that information is not shared inappropriately with others, e.g. that you are not overheard when using mobile phones, travelling on public transport, etc. 

Information should not be sent via text messaging or messaging services like Whatsapp outside of PTIUK as it may be accessible by others. However, as this is a common communication method staff should show caution if using this.
Example Call Verification Process 1 – success
Unknown – Hello, I’m looking to get an update on <name>. I’m a Social Worker from <Local Authority> Emergency Duty Team.
Worker – Sorry, we are unsure who you are. Can you please send an email to <account> to verify that you are from <Local Authority>. Can you please include the rationale for your need to access this information. At this stage I can neither confirm nor deny if <name> is known to us.
Unknown – Alright, seems a bit silly do this. <Dispatches email>
Worker – <Receives email> / <Checks privileges against Keeping and Sharing Information Form>. Thank you; I can now confirm <name> is a client and provide you an update on X as authorised by the young person in our privacy notice. However, before doing this I would like to make contact with the young person to ensure they are ok for us to share this information. Please allow me to take you information down and I will contact you in due course.
Example Call Verification Process 2 - failure
Unknown – Hello, I’m looking to ask about on <name>. Does he live at <PTI address>. I’m from his school.


Worker  – Sorry, we are unsure who you are. Can you please send an email to <account> to verify that you are from <Local Authority>. At this stage I can neither confirm nor deny if <name> is known to us.
Unknown – I’m in a bit of a rush and not near my computer. Can you just tell me if he lives at <address>?
Worker – Sorry, we are unable to share any information without clear authorisation. We are more than happy to take down your information and if the young person is known to us; support them to contact you. However, at this time I can neither confirm nor deny if this person is known to us in any way.
Unknown – Okies, my name is <X> and my contact is <Y>. Please ask <name> to contact us when able.
Email – Email services should be used as follows: 

Special category data (or bulk records) must be encrypted if sent via email. There is no need to use encryption when sending an email containing non-special category data about less than 3 data subjects. 
Nevertheless, all need to pay attention to detail to ensure that the recipient’s email address is spelt correctly to ensure this is delivered to the appropriate person. A test email should always be sent before sending sensitive (or bulk) data for the first time. 
Bulk data information should not be separated into smaller ‘chunks’ to avoid the requirement for encryption. This would increase the risk of a data protection breach.
Care should be taken when addressing email messages to ensure a correct, current address is used and the email is only copied to those with a legitimate interest in receiving it.

If information is transmitted and not received by the intended recipient, check that contact details and email address are correct for the receiving party before re-sending.

Consider the impact on individuals of the data being lost or misdirected. Where information is provided in bulk or where the information is of a sensitive nature make an assessment on the protection to be applied. If in doubt, send information in an encrypted attachment to the email.

Avoid putting information about more than one person in an email as this will lead to difficulties in maintaining accurate and relevant individual client or employee’s records.
When transferring data, be aware of who has permission to view your emails or who might be able to view your recipient’s inbox. 

When an email does not contain sensitive information relating to a single individual, it does not need to be encrypted.

Paper – Paper files should be managed as follows:

A clear desk policy should be observed, wherever possible, at all times. At the end of each day no documents containing personal information should be left on a desk or in an open space. As staff are often moving within the office space and into the community data should, at no point, be left unattended.
All files containing personal data should be held in locked filing cabinets, cupboards or draws. Where the data is sensitive it must be held securely at all times.

Sensitive documents taken into the public domain must be transported securely, safely and be monitored at all times.
6.6 Subject Access Requests (SARs)
Every client has a right to access any and all data being held by PTIUK about them. This right is to in no way be infringed excluding situations reflecting a significant and grave safeguarding risk or in situations which will compromise the confidentiality of other clients. Accessing data is called a Subject Access Request (SAR). PTIUK’s Privacy Notice between us and the client clearly outlines their entitlement but clients should be reminded of this opportunity as part of routine Key Working Sessions.
General Guidelines on SARs

· SARs, for PTIUK clients, is free.

· Any request for information not matter how minor and no matter the method of communication (such as verbal) should be considered a SAR. Consideration for our clients potentially limited language ability and understanding of UK processes should be considered when determining if an SAR has been initiated.
	Examples of SAR Requests (not exhaustive)

	“Can I ask who my doctor was when I was living at Fillion Road”

	“Can I see my monthly reports you send Social Services”

	“Can I have my immigration letter about my leave to remain”

	“Can I see my Outcome Star from last month”

	“Can you tell me what my solicitor wrote about my claim in the email”


· Staff should be suitably supported and trained to detect and report SARs.

· Staff should support our clients to complete a SAR Form as to enable PTIUK to clearly understand what information is being requested. However, this should in no way constitute a barrier to access. In this regard they are not needed but can greatly improve understanding and responsibility. SAR Forms can be found in the Policy and Proformas section of the online database. Guidance on how to complete a SAR Form can be sought from the Data Protection Officer.
· If there is any doubt that an SAR has been initiated then please consult the Data Protection Officer.

· Clarification on what data is wanted should be sought. However, SAR can cover any and all information being held by PTIUK. If a client requests all their data then this should be provided without any degree of infringement. However, clients can greatly speed up the process if they have a particular and targeted request or are in anyway able to narrow down.
	Narrowing down process example
	Potential time taken

	“I’d like my file”
	2-3 weeks

	“I want my immigration information”
	3 days

	“I would like my status letters”
	1 day

	“I would like my leave to remain letter I received from the courts”
	3 hours


· In narrowing down the request this will help PTIUK help the client quicker and will save on unnecessary work. However, this should be explorative and not investigative. We have no right or capacity to ask why a client wants their data and it holds no merit on the SAR. However, sometimes clients will contact us with a degree of urgency, such as when applying for additional leave. In these instances PTIUK will attempt, as best as possible, to meet the timetable of the client for information. This is due to a) our organisation is small and SARs should be a relatively quick process and b) we want to always do best by our current and former clients and if we can respond more quickly to their urgency we should attempt to.
· PTIUK does not hold original documents as standard. Exceptions to this are to be agreed by the client and agreed by a line manager and must hold grounds such as to why the client is not able to hold the data themselves. PTIUK will not take pro-active original data retention steps unless agreed fully by the client. 
· The client should be asked how they would like their data. Data can be provided electronically and / or on paper. In doing this the client must inform on receipt address.
· The SAR must be completed within 28 days of the request being made. Unless there are extenuating circumstances that have to be agreed by the DPO.
· The SAR will be actioned by a Project Worker under the guidance of the DPO if for an existing client or an Administrator under the guidance of the DPO if it is for a departed client. At times the SAR can be completed directly by the DPO for either client style.
· SARs can be rescinded by the client, but this must be completed in writing. 

· SARs can be amended by the client, but if a significant increase in works is created with limited time capacity then this may be treated as a new SAR for the purpose of time management and completion. As such, regular check-ins with the client is advised to ensure they are happy with the requested information framing.

· In the interest of significant safeguarding as well as the data privacy of others, redaction can be completed against the clients data where it is deemed essential to either safeguarding or data privacy. In these instances the client should be informed of this occurrence and the rational behind it for every single redaction. Every redaction must be approved by the DPO
· A log of all SARs will be maintained by the Data Protection Officer.

· The young person will receive a receipt of the completed SAR evidencing steps taken, discovery and other aspects of relevance to the SAR.
6.6 Breach of Policy

Failure to adhere to any guidance in this policy is a disciplinary matter and could result in the immediate termination of your employment. It could also result in an individual being criminally liable for deliberate unlawful disclosure under the GDPR. This may result in criminal prosecution and / or disciplinary action including the termination of your employment.

6.6.1 Addressing a Data Breach

If a data breach is suspected, the person who identified the breach should immediately:

· Notify your Line Manger (who must immediately notify the Data Protection Officer and Work with your DPO and Line Manager to document the incident within one hour of its discovery. In incident report will be generated from this and attached to the impacted persons file and the data protection file. If the client has departed it will be held solely in the data protection file
Following notification of a breach, the Data Protection Officer will take the lead on the following actions as a matter of urgency (or where necessary delegate such tasks):

· Investigate any alleged breach to assess the position, risks and/or damage including with any relevant clients, customers or internal staff;

· Where appropriate, implement a recovery action plan, including damage limitation and containment;

· Identify whether we are the data controller and/or processor. Where we are the processor inform the data controller that the breach has occurred without delay. In almost all instances PTIUK is the data controller but there are exceptions to this.

· Make any required notification to the ICO within 6 hours of your having knowledge of the breach. Statutory requirements are 72 hours.

· Where appropriate, such as where any risk of harm exists, notify the “data subject” if their data has been compromised or breached; and if they are a client, to notify their Placement Local Authority Professional Person; 

· Where appropriate, notify any other stakeholders; and

· Review and update our information security, privacy and data protection policies and systems.

· Adhere to any recommendations as set forth by the ICO following investigation of the breach.

· A log of all breaches and ICO outcomes will be maintained by the Data Protection Officer.

6.7 Young Person’s Preference and Standards

6.7.1 Consent
Keyworkers should equip young people with the information that they need to give their informed consent to the provision of services through PTIUK and to the recording and sharing of information (see appendix 1). They should use clear and understandable language, with an interpreter where necessary, to explain to young people:

· Why they want to record information.
· How this information will be stored
· How and why this information will be used.
· What information will be shared with whom.
· Any limits to the sharing of information.
· Their right to withdrawal from the sharing of information

· Their right to access any and all information

· Their right for any held information to be destroyed
Keyworkers should explain the time frame covered by the consent and review it regularly. They should explain that young people have a right to withdraw consent, informing them how to do so and what the consequences of such action will be. Keyworkers should also ensure that young people fully understand the potential consequences of not giving their consent – e.g. the need to be reassessed by each professional they come into contact with etc. 

It is good practice to incorporate a statement that shows consent has been explained to the client and that they understand what this means. 

It is the view of the Information Commissioner (who is responsible for upholding the Data Protection Act and GDPR) that young people aged 13-19 years are old enough to be able to make their own decisions about their information, unless there is a reason to suggest otherwise. Keyworkers will need to use their professional judgement to decide if a client is competent to make such decisions in line with what are known as the ‘Fraser Guidelines’. These guidelines were laid down in a court case which concerned contraceptive advice and treatment, but the principle can be extended to other situations. Broadly speaking, the Keyworker needs to be satisfied that the client fully understands the choices they are making and what the potential consequences may be.
6.7.2 Information Exchange between Agencies 

It must be clear to both the client and any agencies with whom information is exchanged that the reason for the passage of information is to ensure that the client can succeed in their Pathway and get the outcome they want. There must be clear agreement from the client that they would like their information to be exchanged.
When working with other agencies it is good practice to respect the client 's rights and ensure that the client is aware of why it is necessary to pass information on and the possible consequences of not passing on information.  

We must also be careful that we do not collude with other agencies if they wish to give us information about the client that we feel is not valid and has not been agreed by the young people themselves. However, all Key workers need to be aware of the legal requirements to disclose information in cases of abuse, serious crime or violence. 

6.7.3 Information Exchange General Principles
· The following is an information exchange protocol that we use in discussion with other agencies. It outlines some good practice in information exchange to which we must adhere. We agree to use the following guidelines of good practice in our dealings with young people and other agencies. 

· We will explain to the client a) what information we will be collecting from them and why and b) what we will be disclosing to others and why. 

· We will be open with the client. 

· The client must be certain that their personal information is factual and objective and is kept securely and will not be disclosed to other agencies without their prior knowledge and consent. 

· If it is necessary to exchange information about the client we will negotiate with them about the information that will be given and why, taking into account our responsibility under the law.

· We will explain to the client the aims of our own agency and make our own role; targets and aims clear to other agencies in order to ensure the information we share is for valid purposes only. 

· When discussing young people with others we will attempt not to label the client but exchange information about them in a way that welcomes diversity and sees them as a whole person with the potential to change and develop. 

· We will override a client's rights of confidentiality if it is assessed that there is high risk of child abuse, serious crime or serious harm to the public or themselves. We will tell young people when this applies to them unless it is considered that such disclosure might increase the risk to others or the public.

· Some discretion is needed over what information is relevant and this judgement must be made in discussion with other agencies and the client. 

· We must be aware of the language we and different agencies use and try to clarify and free ourselves from jargon. 

· We will listen to the client and take on board their comments to enable our organisational development and that of other agencies to fit their needs. 
6.7.4 Young People’s Rights
A young person has the right to:

· Know how to access information that is kept on them (Subject Access Request). Know that this free, can be requested verbally and that there is a time limit on providing information.
· Be certain their personal information is kept securely.

· Know what information is kept on them and what it will be used for (processed)
· Know what information is going to be collected from and given to other agencies and why. 

· Know each organisation's confidentiality policy and practice - it is desirable to have a document that explains this to them clearly.

· Know the UN Convention on Rights of Child and right to a 'private life' is being respected. 

· Know when we will assess a situation as 'high risk' and pass on information. 

· Know how each organisation aims to make this information accessible in cases of speakers of other languages or where there are problems with reading. 

· Know each organisation's complaints procedure. 
· Know how to complain to the Information Commissioners Office 

· Know of their right to withdrawal their consent for data to be held at any time.

· Know of their right to request that any and all data held be destroyed.
6.7.5 Third Party Information

A client may disclose information about a third party that is not relevant to their own learning and development. Keyworkers will not pursue such information unless there is a risk to life or there are Child Protection concerns. Information about third parties must not be recorded in the client’s records.

6.7.6 Sex and relationship guidance 

Lack of confidentiality is one of the main reasons why young people fail to seek appropriate advice about sensitive issues. Young people need to be able to talk to a trusted adult about sex and relationship issues. Although it is desirable that this person is their parent or carer, this is not always possible. The law enables Keyworkers to respect young people’s rights to confidentiality when discussing sex and relationship issues. A disclosure of under-age sex is not, of itself a reason to break confidentiality but Keyworkers should always bear child protection issues in mind.

If a client is contemplating sexual activity, or is known to be sexually active, then the Keyworker should give full, impartial advice and support that takes into account the client’s circumstances, includes full information on contraception services and allows the client to make fully informed decisions. In addition, if a client under the age of 16 years is having or contemplating having sexual intercourse, the Keyworker should also take steps to ensure that wherever possible, the client is persuaded to talk to their parent or carer; and any child protection issues are addressed.
Further information can be found on the FPA website
.

6.7.7 Substance misuse (drug and alcohol) guidance

Keyworkers should ensure that young people who have expressed concern about their own or other’s substance misuse are given full and precise details about how to contact local services. Keyworkers should also ensure that:

· young people who report serious substance misuse problems and request help are referred to an appropriate agency for assessment and support;

· any child protection issues are addressed; and

· Safeguarding the client’s welfare is paramount.

6.7.8 Young people and the Police

The PTIUK service provides the opportunity for closer working relations with statutory and voluntary organisations.  

There is no legal duty to report an offence to the police or to disclose information that criminal offences have been committed. However, Keyworkers working with young people should be careful to avoid anything which could constitute aiding and abetting offences. Good practice would be to ensure that there are close working relations with the local police. Where information is requested by the police this can be given where consent has been obtained or where, for example, the information requested is likely to prevent a crime from being committed or to prevent harm to individuals and the general public. If there is any doubt, Keyworkers must seek advice from their Line Management.

6.7.9 Harm Reduction (drugs, weapons, and personal safety of young person)

Keyworkers may find themselves faced with situations that involve drugs, weapons or issues of morality. The general principle to be applied is that the focus should be on the client’s safety, on safeguarding welfare and on reducing harm to the general public. Keyworkers should follow local policies and procedures and involve senior management or, where appropriate, specialist organisations – e.g. the Police - in any decision making and preferably prior to any action. If in any doubt Keyworkers should seek advice and guidance from PTIUK’ Manager on the action to take. 

7. Appendices
Appendix 1 – Keeping and Sharing Information Agreement
Keeping and Sharing Information FORM

During your placement at Pathways to Independence we will need to keep, and sometimes share, personal information (data) about you so that we can support you to achieve your goals and be safe with us.

Collecting Information

· We collect information from you by asking you directly for it.

· Sometimes information will come to us from another person such as your Social Worker; we will ask you if you are ok with us keeping this. Organisations sharing information about you to us should have gained your consent first. 

· We will keep a note of any communication we have with you so that we can show we are working with you.

· We will write down our meetings with you so that we can show how we are helping you and make sure we are doing a good job.

· We will tell you if we are going to keep any information on you.

Storing and Using Information

· We still store your information safely and securely. This will could be in paper at our offices or electronically on a computer. Only staff at Pathways to Independence have access to this information and we only access it to help and support you.

· We will sometimes access / analyze (process) your information to make sure we are doing a good job in helping you and other young people at Pathways to Independence.

· When you leave us we will provide you all the information we have on you in a folder.

· We will only store information for a maximum of ten years. This is so if you ever need help in the future we can support you. We will destroy this information after ten years.

Accessing and Removing Information

· You have the right to access any and all information we hold about you whenever you want. This is called a Subject Access Request (SAR) and we have to provide a copy of what you have asked for within 30 days for free.

· You have the right to ask us to destroy any and all information we hold about you. However, if we feel like this would risk our ability to keep you, or others, safe we may have to ask you to leave Pathways to Independence.

· If you feel that any data we have about you is wrong; then we have to explore it with you and change it if it is wrong.

· If you feel that we have in anyway misused or mishandled your information you can complain to us through our complaints policy which your Key Worker will help you do. Alternatively, you can email young.person@ptiuk.org.uk or talk to your Social Worker for help. You can also contact the Information Commissioners Office directly to complain (www.ico.org.uk).

· If we feel we have misused or mishandled your information we have a responsibility to report it to the Information Commissioner's Office.

Sharing Information

· Pathways to Independence has a policy of confidentiality. This means that anything you tell us is kept safe and secure and we do not tell anyone else.

· We will never share your information with anyone else without your express permission.

·  Sometimes we need to talk to other organisations to help you achieve your goals such as colleges or your doctor. We will always ask if you are alright with this first.

· If you do not wish for us to talk to certain organisations we will respect your decision. You can tell us not to talk to other organisations now or at any time.

· We would only share your information to support you and only as agreed by you.

Placement Sharing and Safeguarding

· As you are placed here with us by Social Services we need to tell them how your placement is going and what we are doing to help you. This is the only organisation we share information with about you. By being with Pathways to Independence we have to talk to your Social Service’s Placement Team in order to keep you, and others, safe.

· There may be a time where we feel that you or someone else might be in danger. We reserve the right to share your information with others if we feel we need to, to protect you or someone else, from harm. Other organisation’s may feel the need to share with us as well. This is called breaking confidentiality. We take this very seriously and only do it when we feel we really need to.

Name of young person: …………………………………………………………………………………………………..

· I have been told about confidentiality and what it means for me

· I understand what this form is telling me and how my data will be used.
· I have agreed with……………………………………………… (Key Worker) that Pathways to Independence can keep and share information about me and talk to any relevant agencies on my behalf e.g. college, solicitor, health agencies, job centre, benefits agencies. I would not like PTIUK to talk to any of the following agencies………………………………………………
Signature: (of young person) ………………………………………………..

Date: …………….………

Signature: (of Key Worker) ……………………………………………………

Date: …………………….

Data Protection Officer

· Jay Horsman (07702 516416 / jay@ptiuk.org.uk) is currently your Data Controller and Data Protection Officer. This means that they decide what information they need to collect from you, how it is stored, how its protected, how it is processed and how it is managed. You can always talk to them if you have any questions or would like to make a complaint.
Appendix 2 – SAR FORM
SUBJECT ACCESS REQUEST FORM

Name of young person: ………………………………………………………………………………………

· Pathways to Independence keep information (data) on you to help keep you safe and happy whilst you are with us.

· At any time, even after leaving us, you can ask for a copy of any and / or all data we hold on you.

· We hold your data for a set period of time after which we will destroy it. We will not be able to give you data we have destroyed.

· You can ask for your data from any Pathways to Independence staff member. All you have to do is ask and only ask once. Staff will confirm that you have made a Subject Access Request
· After you have asked us for your data we have to:

· Give it to you electronically (email) and / or by paper. You get to decide how you want your data. You can also request to have it in multiple ways.

· Give you the data you have asked for within 30 days of asking.

· Give it to you completely free.

· You can ask for your data verbally or in writing. You do not have to fill in this form at all to get your data. However, this helps us understand what information you want.

	The data I would like is

All my data ………………….. / Some of my data ……………… (list below)



	I would like the following data from PTIUK
If you would like more data than this please continue overleaf. There is no limit to what you can ask for.


· Your data will be provided to you as we have it. This can include complex words, acronyms or professional jargon. This can sometimes be hard to understand so Pathways to Independence are happy to help you understand.

· We will provide you data we hold on you but sometimes the data may include personal information about someone else (such as your housemates). In this case we have to protect this information and we will redact or “edit” to protect their privacy.

· Sometimes we may feel that certain data is very sensitive and if shared then there is a risk posed to yourself or someone else. In this instance we will explain why we have made this choice and why we felt it was needed. We would only do this if we feel that sharing the data would put someone in risk of significant harm.

· If you feel that we…

· Have not given you all your data

· Have not given you the data you have asked for

· Have given you too much data

· Have not given you the data in the time agreed.

· Have removed data and not explained why

· Then you can complain to the Data Protection Office at Pathways to Independence. They must investigate and try to resolve the problem. You can also complain to the Information Commissioners Office (ICO - www.ico.org.uk).

Signature: (of young person) ………………………………………………..

Date: …………….………

Signature: (of Key Worker) ……………………………………………………

Date: …………………….

Data Protection Officer

· Jay Horsman (07702 516416 / jay@ptiuk.org.uk) is currently your Data Controller and Data Protection Officer. This means that they decide what information they need to collect from you, how it is stored, how its protected, how it is processed and how it is managed. You can always talk to them if you have any questions or would like to make a complaint.
� � HYPERLINK "http://www.fpa.org.uk/professionals/factsheets" �http://www.fpa.org.uk/professionals/factsheets� 
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